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TL;DR: Systemic change
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It is everyone’s individual 
responsibility to take in to account 

how our dependency on technology 
and data impacts on ci9zen, 

organisa9on and state levels.

It cannot be outsourced.
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https://www.heartlight.org/articles/201408/20140804_blamegame.html
https://creativecommons.org/licenses/by-nc-nd/3.0/


Context: interoperability and effect
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Sources::
1. Correia, João. Military Capabili8es And The Strategic Planning Conundrum
2. Lai8nen Visa. Hybriditeknologian hyödyt ja haasteet panssaroiduissa ajoneuvoissa

FDF military capability conceptual modelComponents of military capability (DOTMLPFI)
Interagency and interoperability are critical to reach 
intended effect

Solution Capability Effect

Life-cycle

has produces

Solutionç
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“The ability to refine and u9lize data increasingly correlates with the 
transforming global distribu9on of power.” 
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Sources:
1. Vuorisalo & Aaltola, 2021: Towards a data-centric great game
2. Barnet & Duvall, 2005: Power in Interna8onal Poli8cs

COMPULSORY
Exists in the direct control of one actor over 

the conditions of existence and/or the 
actions of another.

INSTITUTIONAL
Exists in actors' indirect control over the 

conditions of action of socially distant 
others.

STRUCTURAL
Operates as the constitutive relations of a 

direct and specific-hence, mutually 
constituting-kind.

PRODUCTIVE
Works through diffuse constitutive relations 
to produce the situated social capacities of 

actors.

Relation

Direct Diffuse

Power works 
through

Interac6ons
of specific

actors

Social
relations of

constitution

TAXONOMY OF POWER

• Our western way of life is based on various technology-enabled transac7ons, or flows.

• Those who own the technologies, guide and govern the prac4ces of human interac4on and rela7ve rela7ons.

• Paradox of data: data makes us an empowered actor but also makes us a subject – and exposed – to the technology: 
its owners, collaborators and code.

• Mul7-faceted, serendipitous u4liza4ons of power



Context
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Sources:
1. Aaltola, Mika. Poutasään jälkeen. Jyväskylä: Docendo, 2019.
2. Global Britain in a Competitive Age. Cabinet Office, 2021
3. Wigell, Mikael (et.al.). Geo-Economics and Power Politics in the 21st Century. Milton: Routledge, 2019.

Expanding geopolitical thinking

Algorithms

Solutions and standards
“We must become 

standard-makers, and 
not just standard-takers”

T. BRETON
Commissioner for 

Internal Market
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The role of 
technology and data 
is increasing
A data-centric approach is a central element in 
geopoli3cal compe33on.
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”Primary & 
permanent asset”

Alchemy of 
data

Data as the 
new oil

-US Department of 
Defense

From passive to 
dynamic

Source of power, 
wealth, and fuel for 
ac;ons

Sources:
1. NATO STANAG 4774 and 4778
2. US Department of Defense, ‘DoD Data Strategy’, 2020, 



“Battle for the soul of the digital economy is a 
battle over democracy”
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-Professor Anu Bradford, Columbia University
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STATES

Big Tech

Organized Crime

Interest Groups

Individuals

UNITED STATES 
• Market driven
• “Losing” the free internet
• Home to technological 

innova7on

EUROPEAN UNION
• Rights driven
• Regulating, not enforcing
• Structural frictions
• Fragmented (c.f. NATO)
• Weakest in sovereign 

technologies

CHINA
• State driven
• Winning the ver7cal
• SeTng standards
• Slower to innovate

VERTICAL battle 
over power of agency

HORIZONTAL baLle 
over technology supremacy

Both horizontal and ver4cal baLles need to be won in all domains: 
culture, economy, policy, military

Sources:
1. Cf. Bradford, Anu. How Europe Rules the Digital Economy. Project Syndicate, 2020.
2. Bradford, Anu. Battle for the soul of the digital economy. Key-note, FISA Conference, May 2022.



Interoperability and critical processes
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SystemSystem System System

Process

My Organization

Security analysis (vulnerability, criticality, etc.)

Interoperability (technical and semantic)

Partner org. Partner org.

Interoperability and security culture

Vision, strategy (desired effect)

Process Process

Data Data Data Data
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Multiple obstacles for dataflows – and thus a good situational picture.  
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Sources:
1. Sitra. Reilun datatalouden sääntökirja Dataverkostojen sääntökirjamalli.

1. Data is not technically or seman4cally interoperable

2. Not all actors in the data supply chain are iden7fied

3. Data quality is insufficient

4. Cultures and aRtudes towards data sharing

5. Risks related to losing trade/company secrets, data confiden7ality

6. Data ecosystems not coordinated

7. No defini4on of success

8. Shared vision, mission, meaning, and values are not defined

9. Roles of various actors not defined

Technological obstacles are a minority
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https://scherlund.blogspot.com/2018/01/ai-and-machine-learning-give-new.html
https://creativecommons.org/licenses/by/3.0/


Thank You
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